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Course Description form Catalogue 

Design issues in distributed systems: heterogeneity, security, transparency, concurrency, 
fault-tolerance; networking principles; request-reply protocol; remote procedure calls; distributed 
objects; middleware architectures; CORBA; security and authentication protocols; distributed file 
systems; name services; global states in distributed systems; coordination and agreement; 
transactions and concurrency control; distributed transactions; replication. 
 
Prerequisite: ECE344H1 or ECE353H1 

Learning Objectives 

With ECE419, we pursue the following learning objectives: 
● Understand, design and develop architectures for basic distributed systems and 

applications, 
● Apply foundational principles in the development of distributed systems 
● Understand properties of common building blocks applicable to distributed systems 

design 
● Understand the complexities involved in developing a distributed system (e.g., machine 

and network failures, concurrency, failures, consistency etc.) 

http://ece419.msrg.utoronto.ca/
https://portal.engineering.utoronto.ca/sites/calendars/current/Course_Descriptions.html#ECE344H1
https://portal.engineering.utoronto.ca/sites/calendars/current/Course_Descriptions.html#ECE344H1
https://portal.engineering.utoronto.ca/sites/calendars/current/Course_Descriptions.html#ECE353H1
https://portal.engineering.utoronto.ca/sites/calendars/current/Course_Descriptions.html#ECE353H1


● Inspire system-driven research with implementation and evaluation. 
 

Textbook and Reading Material 

This course draws on part of a textbook and on online available reading material. The textbook 
is Distributed Systems: Concepts and Design (5th Edition). by George Coulouris, Jean 
Dollimore, Tim Kindberg, Gordon Blair (CDKB). While earlier editions of this book may serve 
you, all chapter, section, and page references we quote will be based on this 5th edition. 
We also sometimes provide alternative references, if available, to the textbook Distributed 
Systems: Principles and Paradigms (2nd Edition)  by Andrew S. Tanenbaum, Maarten van 
Steen (TS). Overall, about 40-50% of our required reading material is based on CDKB/TS. 
The rest will be material from ACM/IEEE digital libraries (freely available from within the 
university network) or other online material. 

Webpage, Bulletin Board and Obtaining Help 

All official announcements will be made through email via the Blackboard Portal. It is your own 
responsibility to check your email registered with Blackboard at regular intervals, i.e., at least 
once per day.  
 
We also offer best effort query-response via Piazza. That is, part of our TA resources are 
allocated to answering questions in Piazza. Students should closely monitor questions asked by 
their peers to avoid asking redundant questions. TAs may not respond immediately and 
generally do not respond on weekends and holidays.  No solutions to assignments should 
be posted by students anywhere. Posting solutions or code constitute a violation of academic 
conduct. Students are encouraged to answer each others’ questions on Piazza. 
 
The most reliable way to receive information from TAs is during lab periods. A schedule 
on who is available when during labs will be made available. 

Course Requirements and Grading Scheme 

The final grade for this class has three components: 
 

Component Mark allocation 

Course project (four milestones) 20% 

Homework (four assignments) 10% 

Midterm 30% 

Final 40% 



NB: Marks for the course project (milestones) are team marks, except 5% of the 20% allocated 
to the project, which are by individual assessed during the demonstration of the milestones. 
Thus, final marks for milestones may differ among team members. Each milestone contributes 
about 5% to the final grade, plus 2-3% allocated to the demo portion. 
 
Course project: The course project aims to expose students to the challenges of developing a 
distributed system. In ECE 419, we will design, develop and deploy a cloud database system. 
The course project is broken down into four milestones where Milestones 1 - 3 depend on one 
another. Milestone 4 can either be build on Milestone 2 or on Milestone 3. An overview of the 
course project is provided here. 
 
The four milestones will be completed in teams of 3 students (no more, no less). If you do not 
have a team, make a post on Piazza. Team signup can be done through this form, and 
should be completed no later than January 19th. Team selection is final and cannot be 
changed between milestones.  You will receive your team’s mark each time, unless there is a 
severe imbalance in contribution to the milestone solution. Each submission is required to 
provide attribution of who worked on what aspect of the assignment. This information is 
collected in an attribution table attached to each submission (add this table as last page of 
your design documents that you submit online; it does not count among the page limit). 
More details about submission is provided later.  Deadlines for submissions are final! 
Absolutely no late submission will be accepted. Milestones 1 to 3 are evaluated in 
team-demos during lab time. An approximate schedule of what team is marked when will be 
provided to help you plan. Milestone 4 is evaluated differently.  
 

Team selection disclaimer: While we allow that you team up with students not             
assigned to the same lab section as you, we require that all team members must be                
present during each of the milestone demos during the lab period. If you opt to work with                 
someone from a lab section you are not assigned to, be prepared to have to attend the                 
demo during any of your team members’ assigned lab sections. We will balance demos              
across all lab sections.  

 
Homework assignments: The assignments aim to prepare students for midterm and final exam 
by practising material from lecture. There are four homework assignments completed in teams 
of 3 students (no more, no less). We encourage the same teams of students working on the 
project to also work on the assignments. Deadlines for homework assignments are final! 
Absolutely no late homework will be accepted.  
 
Homework assignments are submitted to our mailbox in SF by no later than the below specified 
deadlines. (Mailbox 15 in SF Basement is for ECE419.) 
 
Midterm Exam: There will be one midterm of one to two hours and it is closed book. The 
midterm will take place on Tuesday, February 27th, 4-6 PM during regular lecture time 
(room assignments TBD). 

http://drive.google.com/open?id=1wNPBgaz_Uzu2GrcI3rRfCzXA8fUkth1p70ZOPE4gty4
https://docs.google.com/forms/d/1XiwhP2GwA4cJXVtHTlBalKBlHJkpBGYtzdX_kyStHM8/edit


 
Final Exam: The final is also closed book. The date is set and published by FASE; as of this 
writing, we have no information about the date, time, and location. 
 
Exam material will be versions of the problems you will see in the homeworks. Exam type 
material will be practiced when we discuss assignment solutions in lecture. 
 
Remarking: You have exactly seven days to submit your work for remarking from the time we 
release it to you. There are no exceptions to this rule and no late term work will be 
remarked. 
 
For remarking of term work you will need to clearly write a typed letter to the course 
instructor indicating the reason you believe you were marked unfairly. Staple (do not glue, etc.) 
this letter to your work and submit it to the Head TA. Keep in mind that a marking scheme is 
used to fairly mark all teams’ assignments. Also, keep in mind that a remarking request 
may increase or decrease your mark. The new mark applies to the whole team. 
 
If there is a legitimate reason for a late submission or for an exam absence (illness, etc.), 
discuss the matter with the instructor. Keep in mind that official documentation must always 
be provided (i.e., doctor letter etc.). This material has to be filed with the undergraduate office. 
 
Cheating Policy: Cheating is against “fair–play” and will not be tolerated under any 
circumstances. While the pressures of many classes, homeworks, work and/or extracurricular 
activities can be great, this is never an excuse for copying solutions from others. The University 
holds among its highest principles the notion of academic freedom and integrity. Cheaters will 
face the University’s disciplinary committee as well as receive a failing grade in this course. If 
you think that there is an issue that influences your performance in the class then talk to the 
instructor. 
 

Tentative Lecture Schedule 

This section is updated frequently. Changes will not be tracked in our document revision 
section. The table is kept current on a weekly basis, i.e., as of start of business on 
Monday/Tuesday, the information for the current week may be considered firm. Other 
information provided beyond the current week should be considered tentative and may change 
at any time without notice. 
 
Required reading is assumed known for exams (you are responsible for this material 
during exams), even if the material is not covered in its entirety during lecture. Recommended 
reading is meant “for your information,” and it is not assumed know for exams. Chapter 
references are to the above listed textbooks. 
 



Date Topic Reading 

Week 1 Admin remarks, course 
overview, project 
Distributed systems 
introduction 
Distributed system examples 

Required:  
Either Chapter 1 TS or Chapter 1 CDKB 
Fallacies of Distributed Computing Explained By Arnon 
Rotem-Gal-Oz 
Recommended:  
Deutsch's Fallacies, 10 Years After 
Introduction to Distributed System Design (Google Code 
University) 

Lecture Milestone 1 overview Milestone 1 specification 

Lecture 
Week 2 

Distributed systems in 
context 
Network programming basics 

Required:  
Development of the Domain Name System. ACM 
SIGCOMM, 1988. By Paul V. Mockapetris, Kevin J. 
Dunlap 
 
Sections 1-5 (other sections recommended) in Bigtable: 
A Distributed Storage System for Structured Data, 
OSDI'06. 
Sections 1, 2, & 4 in Dynamo: Amazon’s Highly 
Available Key-value Store, SOSP'07. 

Section 1 in Lars George: HBase:The Definitive Guide 
(Link) O’Reilly Media, Inc., 2011  
Recommended: 
Java Tutorial: All About Sockets 
Apache Wiki on Cassandra 

Cassandra by example (slides) 

Lecture Network programming basics 
cont.’d 

N/A 

Lecture 
Week 3 

Time, physical clocks, logical 
clocks 

Required:  
Either 14.1 - 14.4 in CDKB or 6.1-6.2 in TS. 
 
Recommended:  
Leslie Lamport, "Time, clocks, and the ordering of events 
in a distributed system”, Communications of the ACM, 
Vol. 27, No. 7, July 1978, pp. 558-565. 
 
Colin J. Fidge, "Timestamps in Message-Passing 
Systems That Preserve the Partial Ordering". In the 11th 
Australian Computer Science Conference, February, 
1988. pp. 56–66. 
 
Friedemann Mattern, "Virtual Time and Global States of 
Distributed Systems". In Workshop on Parallel and 
Distributed Algorithms, October, 1988, Chateau de 
Bonas, France: Elsevier, pp. 215–226. 

http://www.rgoarchitects.com/Files/fallacies.pdf
http://www.rgoarchitects.com/Files/fallacies.pdf
http://java.sys-con.com/node/38665
http://www.hpcs.cs.tsukuba.ac.jp/~tatebe/lecture/h23/dsys/dsd-tutorial.html
http://dl.acm.org/citation.cfm?id=52338
https://cs.brown.edu/courses/cs227/archives/2008/mitchpapers/required6.pdf
https://cs.brown.edu/courses/cs227/archives/2008/mitchpapers/required6.pdf
http://www.allthingsdistributed.com/files/amazon-dynamo-sosp2007.pdf
http://www.allthingsdistributed.com/files/amazon-dynamo-sosp2007.pdf
http://it-ebooks.info/book/432/
http://www.mpam.mp.br/attachments/article/6214/HBase%EF%BC%9AThe%20Definitive%20Guide.pdf
https://docs.oracle.com/javase/tutorial/networking/sockets/index.html
http://www.heise.de/open/artikel/NoSQL-im-Ueberblick-1012483.html?artikelseite=2
http://wiki.apache.org/cassandra/
http://de.slideshare.net/grro/cassandra-by-example-the-path-of-read-and-write-requests


Lecture Milestone 1 Q & A Milestone 1 specification 

Lecture 
Week 4 

Coordination (i.e., distributed 
system models, (mutual 
exclusion), leader election)  

Required:  
Either 15 in CDKB or 6.3, 6.5 in TS  

Lecture Assignment 1 solution 
approach 

Assignment 1 

Lecture 
Week 5 

Web caching,  
Consistent hashing, 
Coordination with ZooKeeper 

Required:  
Web Caching with Consistent Hashing by D. Karger et 
al. 
Recommended: 
D. Karger, et al. Consistent hashing and random 
trees: Distributed caching protocols for relieving hot 
spots on the World Wide Web. In Proceedings of the 
Twenty-Ninth Annual ACM Symposium on Theory of 
Computing, pages 654-663 , 1997 
 
P. Hunt, M. Konar, F. P. Junqueira, B. Reed. 
ZooKeeper: Wait-free coordination for Internet-scale 
systems. In USENIXATC'10. 

Lecture Milestone 2 overview Milestone 2 specification 

Lecture 
Week 6 

Failure models (FM),  
Consensus and agreement 
(C) 
(ZooKeeper) 

Required:  
TS 8.1 (FM), 8.2 (C) or CDKB 2.4 (FM), 15.5 © 
(CDKB is more detailed for this lecture) 

Lecture Assignment 2 solution 
approach 

Assignment 2 

Reading week (no lectures, no labs) 

Week 7 - Midterm Week  
 

Relevant material covered in midterm: Week 1-Week 6, Assignment 1 & 2, Concepts underlying 
Milestone 1 & 2. 

Lecture 
Week 7 
(Midterm) 

Midterm to take place 
during lecture time. 

Closed book (no aids allowed) 

Lecture Discussion of midterm 
solution approach 

N/A 

Lecture 
Week 8 

Replication, data-centric 
consistency 
 

Required:  
Either Ch. 18 (Distributed shared Memory) in CDKB or 
Ch 7 (Consistency & Replication) in TS 
 
Recommended: 
Cassandra Internals: Understanding Gossip 

http://www8.org/w8-papers/2a-webserver/caching/paper2.html


[Video] (Gossiping in Cassandra, starts at 11:04-21:02) 

Lecture  Midterm review continued & 
Milestone 3 overview 

Milestone 3 specification 

Lecture 
Week 9 

CAP, MapReduce 
 
 

Required:  
CAP FAQ [Blog]. 
Jeffrey Dean and Sanjay Ghemawat 
MapReduce: Simplified Data Processing on Large 
Clusters 
Recommended: 
Distributed Systems in One Lesson [Video] 

Lecture  Solution approach 
Assignment 3 

 

Lecture 
Week 10 

Consensus with Paxos Required:  
Lamport, Leslie (2001). Paxos Made Simple ACM 
SIGACT News (Distributed Computing Column) 32, 4 
(Whole Number 121, December 2001) 51-58. 
Recommended: 
Paxos [Wikipedia] 

Lecture  Solution approach 
Assignment 3 Q3 & Milestone 
3 

 

Lecture 
Week 11 

Peer-to-peer systems Required:  
[1] Eng Keong Lua; Crowcroft, J.; Pias, M.; Sharma, R.; 
Lim, S.; "A survey and comparison of peer-to-peer 
overlay network schemes," Communications Surveys & 
Tutorials, IEEE , vol.7, no.2, pp. 72- 93, Second Quarter 
2005. [Focus on Section I, II.A (CAN), II.B (Chord), II.D, 
IV.A, IV.B.] 
Recommended: 
[1] Ion Stoica, Robert Morris, David Karger, M. Frans 
Kaashoek, and Hari Balakrishnan. 2001. Chord: A 
scalable peer-to-peer lookup service for internet 
applications. In Proceedings of the 2001 conference on 
Applications, technologies, architectures, and protocols 
for computer communications (SIGCOMM '01). ACM, 
New York, NY, USA, 149-160.  
[2] Sylvia Ratnasamy, Paul Francis, Mark Handley, 
Richard Karp, and Scott Shenker. 2001. A scalable 
content-addressable network. In Proceedings of the 
2001 conference on Applications, technologies, 
architectures, and protocols for computer 
communications (SIGCOMM '01). ACM, New York, NY, 
USA, 161-172.  
[3] Antony I. T. Rowstron and Peter Druschel. 2001. 
Pastry: Scalable, Decentralized Object Location, and 
Routing for Large-Scale Peer-to-Peer Systems. In 
Proceedings of the IFIP/ACM International Conference 

https://www.youtube.com/watch?v=FuP1Fvrv6ZQ
https://henryr.github.io/cap-faq/
http://research.google.com/archive/mapreduce.html
http://research.google.com/archive/mapreduce.html
https://www.youtube.com/watch?v=gLtO0vY_M78
http://research.microsoft.com/en-us/um/people/lamport/pubs/pubs.html#paxos-simple
http://research.microsoft.com/en-us/um/people/lamport/pubs/pubs.html#paxos-simple
https://en.wikipedia.org/wiki/Paxos_(computer_science)
https://www.cl.cam.ac.uk/research/dtg/www/files/publications/public/mp431/ieee-survey.pdf
http://dl.acm.org/citation.cfm?id=2211419
http://dl.acm.org/citation.cfm?id=2211419
http://pdos.csail.mit.edu/papers/chord:sigcomm01/chord_sigcomm.pdf
http://conferences.sigcomm.org/sigcomm/2001/p13-ratnasamy.pdf
http://research.microsoft.com/en-us/um/people/antr/PAST/pastry.pdf


on Distributed Systems Platforms Heidelberg 
(Middleware '01), Rachid Guerraoui (Ed.). 
Springer-Verlag, London, UK, UK, 329-350.  

Lecture  Milestone 4 overview N/A 

Lecture 
Week 12 

Peer-to-peer applications 
(Spotify, BitTorrent) 

Required:  
Spotify - Large Scale, Low Latency, P2P 
Music-on-Demand Streaming. Gunnar Kreitz, Fredrik 
Niemelä. IEEE P2P'10. (Link FIXED) 
Incentives build robustness in BitTorrent. Technical 
Report by Bram Cohen 
Recommended:  N/A 

Lecture  Solution approach 
Assignment 4 

N/A 

Lecture 
Week 13 

Blockchains, distributed 
ledgers, Bitcoins 

Required: TBD 
 
Recommended: 
How Bitcoin works in 5 minutes [Video] 
A Gentle Introduction to Blockchain Technology [Paper] 

Final Exam 

Assignment, Milestone and Exam Schedule 

Overall Semester Calendar 
 

 S M T W T F S  

 
 

 1 2 3 4 5 6 No Class this week 

7 8 9 10 11 12 13  

14 15 16 17 18 19 20  

21 22 23 24 25 26 27  

28 29 30 31    Milestone 1 Due, Assign 1 Due, M1 Demos 

 
 

    1 2 3 M1 Demos 

4 5 6 7 8 9 10  

11 12 13 14 15 16 17 Assign 2 Due 

18 19 20 21 22 23 24 READING WEEK 

https://www.csc.kth.se/~gkreitz/spotify-p2p10/
https://www.csc.kth.se/~gkreitz/spotify-p2p10/
http://www.bittorrent.org/bittorrentecon.pdf
https://www.youtube.com/watch?v=l9jOJk30eQs
http://bravenewcoin.com/assets/Reference-Papers/A-Gentle-Introduction/A-Gentle-Introduction-To-Blockchain-Technology-WEB.pdf


25 26 27 28    Midterm 

     1 2 3  

4 5 6 7 8 9 10  

11 12 13 14 15 16 17 Milestone 2 Due, Assignment 3 Due, M2 
Demos 

18 19 20 21 22 23 24  

25 26 27 28 29 30 31 Milestone 3 Due, M3 Demos 

 1 2 3 4 5 6 7 Assignment 4 Due 

8 9 10 11 12 13 14 Milestone 4 Due 

15 16 17 18 19 20 21  

 
  



Homework Assignments 
1. Assignment 1 due on January 31st 
2. Assignment 2 due on February 14th 
3. Assignment 3 due on March 14th 
4. Assignment 4 due on April 4th 

 
All assignments should be submitted by no later than midnight on the specified date at our 
mailbox in SF. 
 
Project Milestones 

1. Milestone 1 due on January 28th 
2. Milestone 2 due on March 4th 
3. Milestone 3 due on March 25th 
4. Milestone 4 due on April 11th 

 
All milestones should be submitted via the UG lab machines by no later than midnight on the 
specified date. You don’t have to be physically in the lab to do that by may login from remote to 
submit. Please note, it is your responsibility to make sure you are able to do so. 
 
Office Hours 
Questions outside of lab period should be asked on Piazza which is serviced by TAs in a best 
effort matter. We encourage students to help answer questions. TAs will also be available in the 
weekly lab sessions (when not conducting demos) to answer questions in-person. 
 
In addition, the instructor holds office hours by appointment on Wednesdays from 12 to 1 PM. 
 
Midterm Room Assignments 

1. Midterm on Tuesday, February 27th, 4-6 PM (regular lecture time) 
a. Family Name ... 
b. Family Name ... 

2. Final on TBD (set by FASE) 

Major Document Revisions 

Here, we track major revisions applied to this web page after publishing it, except as stated 
otherwise above. 
 
Date Revision 
Jan 10 Added assignment mailbox # 
Jan 18 Added Course Description Section form Catalogue 
Jan 20 Added Learning Objectives section 
 
 

http://drive.google.com/open?id=1uPGdpyP72cHDJ6Nj0uBTLmil_G1A5VipBhzElvLdeRM

